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Purpose of this Document

To heighten awareness amongst staff and inform procedure to be followed when crime is committed.

Aims

To reduce crime and endeavour to maintain a safe working environment.

WEST SUFFOLK HOSPITALS NHS TRUST

SECURITY AWARENESS POLICY
1.
INTRODUCTION
   (i)
The provision of effective security arrangements in the West Suffolk Hospitals NHS Trust is essential if a safe environment is to be provided for patients and staff and if premises and goods are to be properly safeguarded.

  (ii)
This objective needs to be achieved whilst still recognising the need for health care premises within the West Suffolk Hospitals NHS Trust to be easily accessible to patients and their visitors.

 (iii)
This policy gives guidelines on how security measures and advice will be implemented within the West Suffolk Hospitals NHS Trust.

 (iv)
The Director of Finance is designated as the Trust Board member with responsibility for security issues.

2.
CRIME AND DISORDER


The West Suffolk Hospitals NHS Trust’s Security Strategy is to work within the framework of the Act. The aim of the Strategy is to reduce crime within the Trust, by taking preventative measures, such as entry control systems, CCTV, staff training, in order to create a safe environment for all who resort to use the Trust’s premises.

3.
THE PURPOSE OF SECURITY
   (i) 
Security within the West Suffolk Hospitals NHS Trust is concerned with the protection of the interests of patients, staff, contractors and visitors in respect of offences against persons or property. It is also concerned with the provision of safeguards against crime and the loss of or damage to Trust property and equipment and the consequent disruption of patient care.

  (ii) 
The primary objectives of security within the West Suffolk Hospitals NHS Trust are: -


(a)
The protection of life from criminal activity or other hazards.


(b) 
The prevention of loss of Trust assets as the result of crime.


(c)
The protection of Trust property against malicious acts, damage and trespass.


(d) 
The preservation of good order on premises within the West Suffolk Hospitals NHS Trust. 


(e)
The reporting to Managers of offenders if crime or misconduct is committed in relation to the above.

4.
MANAGERS' RESPONSIBILITIES

   (i)
Ward Managers and Heads of Departments are responsible for the security of their areas, their staff and of any patients, visitors and contractors within their Department or Ward.

  (ii)
Heads of Departments and Ward Managers must ensure that all unused areas are locked and windows closed, when not in use, particularly at night and at weekends. Areas containing items of expensive equipment must be kept locked at all times when they are not occupied. Confidential documents, particularly patients' records, must be locked away, wherever possible, when a room or area is left unattended.

 (iii)
Ward Managers and Heads of Departments must ensure that, where computer equipment is used, the West Suffolk Hospitals NHS Trust Computer Security Policy is followed and that the requirements of the Data Protection Act are complied with.

 (iv)
Heads of Departments and Ward Managers must make all staff, patients and visitors coming within their area of responsibility aware of security measures and requirements.

  (v)
Ward Managers and Heads of Department are responsible for developing a security strategy for their area and for producing and maintaining a policy specific to their Ward or Department.

5.
EMPLOYEES' RESPONSIBILITIES
   (i)
All employees are responsible for their personal security whilst at work within the West Suffolk Hospitals NHS Trust.

  (ii)
Employees have a responsibility to maintain a secure environment for their fellow employees, patients and visitors and ensure, wherever possible, the protection of their property.

 (iii)
Employees are responsible for maintaining a secure environment for property and equipment belonging to the West Suffolk Hospitals NHS Trust.

 (iv)
Employees must ensure that they are aware of the Security Awareness Policy and that they follow its requirements within their workplace.

  (v)
It is the duty of all staff to question anyone they do not recognise, if it is safe to do so.  If anyone is seen acting suspiciously, behaving unusually or looking into rooms, a Supervisor or Manager must be told immediately.

 (vi)
It is required of every employee that they ensure windows and doors are shut and locked when they leave work or when they leave their place of work for a period of time.

(vii)
Every employee must ensure that when they leave their place of work expensive equipment and confidential papers, particularly patients' records, are locked away.

6.
STAFF IDENTIFICATION
   (i)
Every member of staff employed by the West Suffolk Hospitals NHS Trust will be supplied with an identity badge giving details of their name and position as well as a photograph of the badge holder.

  (ii)
Identity badges will be worn at all times when a member of staff is on duty.

 (iii)
Heads of Departments/Ward Managers will ensure that identity badges are supplied to new staff immediately they commence duty. Heads of Departments and Ward Managers will ensure identity badges are returned to the Security Adviser for destruction when staff leave. Reference should be made to the Trust's Staff Identification Procedure contained in Appendix A.

 (iv)
In secure areas means of access and egress is controlled from the nurse Station by means of CCTV and voice contact. Staff who have access cards to these areas are not to swipe other persons, including staff members, in or out.

  (v)
Each person who has a swipe card must swipe in and out of each door on every occasion.

 (vi)
ID cards must not be loaned to anyone including colleagues.

7.
IDENTIFICATION OF CONTRACTORS AND OTHER VISITORS
   (i)
All contractors, maintenance engineers, service engineers, etc. coming into the West Suffolk Hospitals NHS Trust will wear identification badges.

  (ii)
All contractors report to Facilities Reception where appropriate passes will be issued.

8.
TRAINING
   (i)
Formal training in control and restraint and dealing with aggression will be given to staff in areas where this is needed. Priority will be given to staff with a security responsibility, to staff working in Accident and Emergency, to staff dealing with patients suffering from psychiatric illness and to staff who, by nature of their work, are required to visit patients and relatives in their own homes.  Staff undertaking this training will be given regular refresher training.

  (ii)
All staff will be given basic training in security precautions that they can take in respect of their own property and safety as well as that of their colleagues, patients and visitors.  This training will be provided as part of the induction process.

 (iii)
On-going Crime Prevention talks and training will be given to all staff to make them aware of security and its implications to themselves, colleagues, patients, visitors and to the West Suffolk Hospitals NHS Trust.

9.
ACCESS AND EGRESS
   (i)
It is recognised that Hospitals within the West Suffolk Hospitals NHS Trust must be accessible to staff, patients and visitors throughout twenty-four hours each day, but that this should be restricted access, not one of open access.

  (ii)
Access to the Hospitals within the Trust by visitors and patients should be in line with the access procedure and should be restricted to as few a number of entrances as possible. From 6.00pm each evening the number of entrances and exits from each Hospital should be restricted to reflect the traffic of patients and staff coming into or leaving the Trust's premises. Between the hours of 10.00pm and 6.00am all hospitals within the Trust will have designated, where this is practical, a minimum number of entrances/exits only to be used by both staff, visitors and patients.

10.
PROVISION OF PERSONAL INSURANCE
   (i)
The importance of staff insuring any property and valuables that they bring to work will form part of the general induction programme for the West Suffolk Hospitals NHS Trust.   The value of insurance will also be stressed on a regular basis to existing members of staff.

11.
PROVISION OF PERSONAL SECURITY ALARMS
   (i)
The West Suffolk Hospitals NHS Trust will provide personal attack alarms for those in vulnerable areas in line with recommendations from Managers concerned and acceptance by the appropriate Director.

  (ii)
The West Suffolk Hospitals NHS Trust will endeavour to negotiate with manufacturers favourable rates for anti-theft devices such as car locks, car alarms and so on for staff to purchase.

12.
SECURITY AWARENESS PROCEDURE




The procedure for dealing with security issues is contained in Appendix C.

13.
KEY SECURITY
The importance of ensuring effective key security is recognised and the guidelines for ensuring that this occurs are contained in Appendix B.

14.
SECURITY OF COMPUTERS

It is important to ensure that, where computers are used, security, not only of the equipment but of the information contained within it, is maintained. To this end, separate Policies have been issued under the headings of 'Computer Security Policy' and 'Data Protection Policy'. Reference should be made to these documents when issues of computer security arise and the IT Department contacted if required.

15.
REVIEW

This policy document will be reviewed annually by the Director of Facilities in consultation with the Director of Finance (Trust Board member with re​sponsibility for Security).
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WEST SUFFOLK HOSPITALS NHS TRUST

IDENTITY BADGES – POLICY AND OPERATIONAL PROCEDURE
1.
INTRODUCTION
   (i)
The West Suffolk Hospitals NHS Trust considers the provision of proper security arrangements as essential to ensure that, where possible, a safe environment is provided for patients and staff and to ensure that premises and goods are properly safeguarded.

  (i)
Every member of staff employed within the West Suffolk Hospitals NHS Trust will be supplied with an identity badge giving details of their name, position and a photograph of the badge holder. All staff, therefore, who are employed by the West Suffolk Hospitals NHS Trust are required to wear identification badges when on official capacity so that they can be immediately identified by patients and visitors.

2.
ISSUING OF IDENTIFICATION BADGES
   (i)
All new members of staff must be issued with a Trust identification badge within one week of their commencement date.

  (ii)
Cards will be issued by the ID Photographer on the production of an appropriate request form signed by the Head of Department and countersigned by the Fire/Security Adviser. It will be the responsibility of the Head of Department/Ward Manager to ensure that identity badges are applied for, collected when ready and worn at all times. (See Appendix E).  Old ID cards to be handed in at the same.

 (iii)
The Trust’s operational policy for Maternity Services is attached. (Appendix F).

 (iv)
Staff should make contact on extension 3646 to arrange a date and time to attend for their identification badge photograph.

  (v)
Cards will be issued on a regular basis to staff employed at the Sudbury Hospitals. Advanced notification will be given to managers and staff of when sessions will be held at Sudbury. The procedure outlined in 2(i) to 2(ii) will apply to the issue of badges at Sudbury.

 (vi)
All applications will be monitored by the Security Adviser.

(vii)
Applications for access to departments other than the one in which the applicant is employed may be referred to that department’s manager and the request may be refused.

3.
VOLUNTEERS AND LONG TERM LOCUM STAFF

   (i)
The role of volunteers and long-term locum staff is recognised at both the West Suffolk and Sudbury Hospitals and, as such, they will be provided with identity badges. Included in this will be students who are on clinical placement at the West Suffolk Hospital.

  (ii)
The procedure outlined in Section 2 should be followed for the issue of identity badges.

 (iii)
Contractors’ staff should have visible identification, which will be provided by the Facilities Department.

4.
LOST/DAMAGED CARDS
   (i)
Any member of staff who loses their identity badge or it becomes worn or damaged must inform their Ward Manager/Head of Department immediately. Arrangements must be made to ensure that a replacement is made available as quickly as possible.

  (ii)
If additional access is required fill in an application form.

 (iii)
The procedure outlined in Section 2 should be followed for the replacement of lost identity badges.

5.
RETURN OF IDENTITY BADGES
   (i)
Identity badges will remain the property of the West Suffolk Hospitals NHS Trust at all times and need to be returned along with keys to the Facilities Department and signed off when staff leave the Trust.

  (ii)
It is the responsibility of Heads of Department/Ward Managers to ensure that identity badges are returned by members of staff leaving the employment of the West Suffolk Hospitals NHS Trust. Failure to ensure the return of identity badges and keys could have serious implications for security.  It may also result in a charge being made.

WEST SUFFOLK HOSPITALS NHS TRUST
GUIDELINES FOR EFFECTIVE KEY SECURITY
1.
INTRODUCTION
1.1
In the West Suffolk Hospitals NHS Trust there are many keys held by a large number of staff. By the very nature of the diversity of activities that are undertaken in a Hospital, the needs and requirements surrounding the security of keys in use will vary from area to area. As part of determining this need, assessments are on-going in examining the zoning and compartmentalisation of premises within the Trust.

1.2
The NAHAT security manual recommends that Hospitals and Departments within Units adopt a policy of strict key security. From this comes the requirement for a basic, easily understood system which provides adequate control over keys with safety and ensures accountability. The basic principles include:-

1.2.1
Departmental keys should remain under the control of the department and should be accounted for in an orderly system.

1.2.2
Keys to a department’s main entrance must be accounted for at all times either within the department or at a point to which they are returned for safe custody when no longer required.

1.2.3
Departmental and other keys should be held in a lockable key case and a record maintained of the issue and return of keys kept by the Head of Department.

1.2.4
Surplus keys must be returned to the Facilities Department.

1.2.5
No extra keys will be cut to locks on departmental external doors or the external doors to main buildings without the approval of the Facilities Director or his designated representative.

1.2.6
Special arrangements should be made to protect keys to specified doors or security containers when it is considered inadvisable to place such keys in the central depository or departmental key cases respectively.

1.3
This document gives basic guidelines that must be followed in the general security of keys within the West Suffolk Hospitals NHS Trust.

2.
RESPONSIBILITIES
2.1
Ward Managers and Heads of Departments are responsible for the security of their areas and this includes ensuring that an effective security procedure in respect of keys is introduced and applied.

2.2
Ward Managers and Departmental Heads should ensure that staff taking keys sign them out and in.

2.3
Keys, such as those used in a ward situation, are passed on between individuals at the change of each shift.  It is accepted that, in these cases, signatures will not be obtained for these keys.

2.4
All staff are responsible for the keys entrusted to them by the West Suffolk Hospitals NHS Trust. Every care must be taken with keys and any loss should be reported immediately to Ward Manager/Head of Departments.

3.
CENTRAL DEPOSITORY FOR KEYS
3.1
The Switchboard at West Suffolk Hospital will be the central depository for the keys of that Hospital. Other Hospitals within the West Suffolk Hospitals NHS Trust will determine their own central depository if one is required. Under no circumstances should the main key cases in the Switchboard or other designated areas within the Trust be left insecure and unattended.

3.2
The basic system for key security in the central depository should consist of two lockable metal key cases and one small break glass key case. Their functions are as follows:-

3.2.1
The first lockable metal key case should contain original keys in daily use, each hook numbered and with a corresponding number of the bunch of keys.  The bunch of keys should not carry a tag identifying them with a department, ward or store, etc. although they may be colour coded.

3.2.2
The second lockable metal case should contain exact duplicates of the keys that were held in the case described in 3.2.1.

3.2.3
The small break glass case should contain the key to the case described in 3.2.2 above.

3.3
A second key to the key cabinet outlined in 3.2.2 should be retained by the Facilities Director. It would be the responsibility of the Facilities Director to issue duplicates in the case of an emergency during normal working hours. It would also be the Facilities Director’s responsibility to investigate and require reports of any emergency use of the key to the duplicate key case.

4.
KEY ISSUE REGISTERS AND AUTHORISATION FOR KEYS HELD IN DEPOSITORY
4.1
Separate registers will be maintained for original and duplicate keys held in the central depository. Where keys are retained because of late working at the West Suffolk Hospital, the Switchboard should be advised and at Sudbury, the person responsible for the depository should be notified. The Switchboard at West Suffolk Hospital, or the person with responsibility at Sudbury, will initiate an investigation of any keys outstanding beyond the normal time for their return. A check should be carried out by Switchboard staff at West Suffolk Hospital and the person with responsibility at Sudbury of keys at 11.00pm each night.

4.2
At West Suffolk Hospital, keys will only be issued by Switchboard to persons authorised to sign for them. Signatures should be matched to specimen signatures held on Switchboard. Heads of Departments and Ward Managers must notify the Switchboard of changes in personnel authorised to take keys from the central depository as well as providing specimen signatures for new staff. In the interests of security, one or certainly no more than a few employees should be nominated to draw and return keys from the Switchboard. Portering Supervisors have the authority, in cases of emergency, to draw any key.

4.3
At the Sudbury Hospitals, similar arrangements to those being at West Suffolk Hospital contained in paragraph 4.2 will apply.

5.
CLEANING OF DEPARTMENTS, OFFICES, ETC
5.1
Where cleaning staff require access to a department, they draw the keys from the Domestic Manager.

6.
CONTROLLING THE ORDERING OF REPLACEMENT KEYS/LOCKS
6.1
Responsibility for the ordering and replacement of keys rests with the Estates/Facilities Department. 

6.2
It is important that the number of keys in circulation be regulated and strict control of issuing replacements is very important in maintaining key security.

6.3
Requests for new/replacement keys should be made on the appropriate form (Appendix E).

6.4
Requested keys will be collected from Facilities reception.

6.5
Replacement of damaged locks, handles, etc. will be via Smart Line 5555.

7.
MASTER KEYS
7.1
Master keys will only be held by the Portering Supervisor on duty, a Senior Duty Director, the Estates Department and the Site Manager on duty.

7.2
Sub-master keys will be issued only to Heads of Departments/Managers and it will be their responsibility to ensure security of the keys.

8.
LOST KEYS
8.1
All lost keys must be reported immediately to the Fire/Security Adviser (ext. 3468/pager 715) - via Switchboard out of hours and an Incident Form completed. Thorough searches must be made. Spare keys may be used, temporarily. 

9.
INTERNAL PROCEDURES



Departments controlling and issuing keys on a daily basis, i.e. Switchboard, Domestics, Accommodation, Portering, Walnuttree and St Leonard’s Hospitals will base their security procedures on the guidelines contained within the Trust document.

10.
RETURN OF KEYS

All keys remain the property of West Suffolk Hospitals NHS Trust and must be returned with identity badges to the Facilities Department and signed off.  Failure to so could result in a financial penalty.

WEST SUFFOLK HOSPITALS NHS TRUST

SECURITY AWARENESS PROCEDURE
This Procedure is applicable to both the West Suffolk and Sudbury Hospitals and should be read in conjunction with the West Suffolk Hospitals NHS Trust Security Awareness Policy.

1.
REPORTING OF SECURITY INCIDENTS
   (i)
In the event of a serious security incident occurring, which may put people in danger, then the following procedure is to be followed.


In an area where attack alarms are fitted press the red button.  In all other areas ring 2222.



Police will set up an Incident Control Room in the Emergency Control Room. All telephone messages, radio traffic and any other information to pass through the centre.


All staff, patients and visitors in the area of the incident to be available for questioning by the Police.


All CCTV to be kept running. Tapes must not be switched off or removed until they are requested by the Police.

  (ii)
Every theft, loss, act of vandalism or attempt to steal, threats, physical and verbal abuse must be reported immediately to Heads of Departments and Ward Managers.

 (iii)
Heads of Departments and Ward Managers must ensure that an Incident Report form (Page 16) is completed immediately a theft, loss, act of vandalism or attempt to steal is reported.  The Incident Report form will be sent as quickly as possible to the Fire/Security Adviser at West Suffolk Hospital or the Site Services Manager at the Sudbury Hospitals.

 (iv)
All incidents, however trivial, must be reported to the Police immediately. If the theft is of a personal nature then the individual should make the report to the Police as well as completing an Incident Report form (Page 16). Other security incidents will be reported by (a) at the West Suffolk Hospital, the Site Manager on duty or, during office hours, the Fire/Security Adviser and (b) at the Sudbury Hospitals by the Senior Nurse on duty or, during office hours, the Site Services Manager. 

 (v)
Heads of Departments, Ward Managers, etc. must notify the Portering Supervisor at West Suffolk Hospital or Head Porter or Duty Porter at the Sudbury Hospitals of any security incident, or potential security incident, that occurs within their department or is reported to them by their staff. (See section 3, Security Staff).

3.
SECURITY MARKING
   (i)
There are many types and varieties of equipment in use within the West Suffolk Hospitals NHS Trust. These items need not be expensive, but can be attrac​tive to a would-be thief. A hairdryer, for example, whilst fairly cheap to buy, is portable and can easily be taken from the Hospital.

  (ii)
All items of attractive as well as expensive equipment will be security marked before it is put into use. The security marking will be carried out by the Unit Estates Department, who will maintain a register of all items marked.


(iii)
Heads of Department and Ward Managers must not put into use items of attractive or expensive equipment unless it has been security marked.

4.
SECURITY STAFF

The Portering Supervisor on shift has a designated role for security on the West Suffolk Hospital site at all times as does the Supervisor Porter and his staff at the Sudbury Hospitals. Their responsibilities will include the following:-

(a)
Responsibility for site security on a twenty-four hour basis which, at the West Suffolk Hospital, includes Residential Accommodation, the Education Centre, Day Surgery Unit and all external Trust buildings and having access to all these areas via master keys.

(b)
Checking areas designated for security inspections at least three times during the night duty period. It is accepted that there will be occasions when workloads will not permit this level of security inspection to be carried out.

(c)
Investigating untoward occurrences and reporting them to the appropriate Managers. Outside normal office hours, untoward occurrences will be reported direct to the Police after consultation with the Site Manager/Duty Nurse unless this delay will prejudice the apprehension of a suspect or when life is at risk.  

(d)
Portering staff will undertake duties to allow Portering Supervisors to carry out their security function.   It will not always be necessary for a Porter to accompany the Portering Supervisor in fulfilling security functions.

(e)
Individual members of staff should report to the Portering Supervisor at West Suffolk Hospital or the Head Porter/Duty Porter at the Sudbury Hospitals any security incident or potential security incident as quickly as possible so that necessary investigations can be carried out without delay. 

4.
HOSPITAL WATCH
   (i)
In conjunction with Suffolk Constabulary, a Hospital Watch Scheme will be maintained in all Units within the West Suffolk Hospitals NHS Trust.

  (ii)
Responsibility for co-ordinating the Hospital Watch Scheme will rest with the Fire/Security Adviser at West Suffolk Hospital and the Site Services Manager at Sudbury Hospitals. Hospital Watch representatives will be nominated in each area/depart​ment and will liaise with one another under the co-ordination of the Fire/Security Adviser.

 (iii)
The aims of the Hospital Watch are as follows:-

(a)
To create security awareness amongst all employees.

(b)
To provide a channel of communication between areas and groups on all matters relating to security.

(c)
To ensure a working relationship between Hospital Watch representatives and Police in the protection of personnel, property and all security related matters.

 (iv)
The objectives of the Hospital Watch will be:-

(a)
To prevent criminal injury or distress to personnel.

(b)
To protect property against theft or criminal damage.

(c)
To remove or reduce the risk of crime.

(d)
To remove or reduce the fear of crime.
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PHONE GENERAL 

MANAGER

NOTIFY RISK OFFICE 

ASAP

INVESTIGATION AND 

CODING TO BE DONE 

BY A GENERAL 

MANAGER

IF 

WORST 

ACTUAL 

IMPACT MEETS 

ANY

OF THE CRITERIA IN 

THIS SECTION

INVESTIGATION AND 

CODING TO BE DONE 

BY AN OPERATIONAL 

SERVICE MANAGER 

or HEAD OF DEPT.

INVESTIGATION AND 

CODING TO BE DONE 

BY THE LINE 

MANAGER FOR THE 

AREA

Management level for investigation according to POTENTIAL FUTURE risks

(

if higher than actual impact on this occasion)

LIKELY consequence if the incident were to be repeated

Likelihood of recurrence

None

Minor

Moderate

Major

Catastrophic

Almost certain

Likely

Possible

Unlikely

Rare

RED – General Manager and Risk Office to be notified by phone, GM to investigate and code

AMBER – Operational Service Manager or Head of Department to investigate and code

GREEN – Investigation and coding by area line manager

Mark severity criteria met for ACTUAL impact with an ‘A’, POTENT

IAL with a ‘P’

(Criteria are as specified in Doing Less Harm 

-

key requirements for health care providers v1.0a p. 25, 

DoH

/ NPSA  August 2001)

OR

OR


[image: image4.wmf]Checklist:

Incident coding on reverse completed

Copy of investigation form sent to reporter of incident

Incident summary

(to aid matching to original incident form)

Relates to

WEST SUFFOLK HOSPITALS NHS TRUST

Incident investigation and coding form

incident form no.

Catastrophic         Major               Moderate              

Minor

None

ACTUAL impact of incident

(see coding criteria on back cover)

Catastrophic         Major               Moderate              

Minor

None

Potential LIKELY impact 

(if the 

incident were to be repeated)

Catastrophic         Major               Moderate              

Minor

None

Likelihood of recurrence

Almost certain      Likely               Possible              

Unlikely         Rare

Do you agree with the estimate of impact made by the reporter?  

Y / N 

If not, please give your assessment below

Factors contributing to incident and actions to avoid recurrence

Causal factors

 

(checklist derived from ALARM/UCL protocol)

Ring codes for ALL SIGNIFICANT  contributing causal factors, indicate

the one you consider to be the MAIN immediate cause

Action taken or planned & comments

State what corrective actions have been taken or are planned and what has been

learned from this incident.

Patient

A1

A2

A3

A4

A5

A6

Condition

Personal issues

Treatment

History

Staff-patient relationship

Participation in a research trial

Individual

(staff)

B1

B2

B3

Competence

Skills and Knowledge

Physical and mental 

stressors

Team

C1

C2

C3

C4

C5

C6

Verbal Communication

Written Communication

Supervision and seeking help

Congruence/consistency

Leadership and responsibility

Staff colleagues response to incidents

Task

D1

D2

D3

D4

Availability and use of guidelines and protocols

Availability and accuracy of test results

Availability and use of decision-making aids

Task design

Work

environment

E1

E2

E3

E4

E5

E6

E7

E8

E9

Administration systems design

Notes/records design

Building, including design for functionality

Environment

Equipment/supplies

Staffing availability

Education and Training

Workload/hours of work

Time factors

Management

and

organisation

F1

F2

F3

F4

F5

F6

Leadership

Organisational structure

Policy, standards and goals

Risks imported/exported

Safety culture

Financial resources and constraints

Institutional

context

G1

G2

G3

Economic and regulatory context

Department of Health policy and requirements

Links with external organisations

Completed by 

…...

………….……………………….signature ……………….…………………………..print name  ………………..

…………………………job title

Dept…...………………………………………………………………………………………     ext no…………………………. 

Date…………………………………………..

Reported by

Name


[image: image5.wmf]Please ring the code which BEST describes the incident

Violence/abuse/ harrassment (code type and by whom)

V1

Rudeness/harrassment (once)

V2

Verbal abuse

a

By patient - deliberate

V3

Systematic harrassment

b

By patient – clinical cause

V4

Physically threatening behaviour

c

By staff

V5

Physical assault

d

By other person

V0

Other (specify)

Personal accident/ill health

W1

Contact with electricity

W2

Exposure

a

to contact with biological agent

b

to harmful substance

c

to radiation

W3

Self harm

W4

a

(not patient)

Lifting & handling

b

(patient)

W5

Contact with sharp

a

material/object (not b or c)

b

clean medical sharp

c

contaminated medical sharp

W6

Slip/trip/fall

a

same level

b

from height

W7

Contact with

a

moving, falling or flying object

b

moving vehicle

c

moving machinery/equipment

d

static object

e

hot object or liquid

W0

Other (specify)

Fire

X1

False Alarm - accidental

X2

False alarm – good intent

X3

False alarm - malicious

X4

False alarm – clinical cause

X5

Fire alarm system fault

X6

Fire

X0

Other (specify)

Security

Y1

Property loss/damage

Y2

Break in

Y3

Unsecured area/s

Y4

Security false alarm

Y5

Abuse of ID badge/access card

Y6

Patient identity bracelet missing

Y7

Incompetent patient wandered

Y0

Other (specify)

IT problems

U1

Hardware damage

U2

Unauthorised disclosure of information

U3

Denial of access to information

U4

Destruction of information

U5

Modification of information

U0

Other (specify)

Records

R1

Patient record not available

R2

Drug allergy not noted

R3

Pathology report filed without signature

R4

Patient notes in another patients folder

R5

Breach of confidentiality

R0

Other (specify)

Equipment

E1

Equipment unavailable

E2

Equipment faulty/damaged

E0

Other (specify)

Communication

C1

Failure to inform

C2

Insufficient information given

C3

Incorrect information given

C4

Failure to respond

C0

Other (specify)

Miscellaneous

Z1

Improper delegation to unsupervised junior

Z2

Infectious outbreak

Z3

Hospital acquired infection

Z4

Food hygiene/ safety

Z5

Inadequate staffing level

Z6

Delay in patient admission/ transfer

Z7

Research event (not otherwise coded)

Z8

Anaphylaxis

Z9

Consent problem

Z0

Other (specify)

Diagnosis

D1

Delayed

D2

Incorrect

D3

Failure to order appropriate investigations

D4

Failure to interpret investigation results correctly

D5

Failure to act on abnormal investigation results

D0

Other (specify)

Medication (code outcome and type of error)

M1

Drug not available

M2

Drug not given

a

Prescribing error (doctor)

M3

Wrong drug given

b

Prescribing error (nurse/ other health prof)

M4

Drug given to wrong patient

c

Dispensing error

M5

Wrong dose given

d

Administration error

M6

Drug given by wrong route

e

Drug allergy not noted

M7

Adverse drug reaction

f

Error type multiple

M0

Other (specify)

g

Error type not known/ no error

Treatment 

(non-surgical)

T1

Untoward delay

T2

Wrong patient

T3

Wrong treatment

T4

Unexpected complication/death

T5

Failure to monitor adequately

T6

Unrecognised complication

T7

Unavailability of specialist staff

T8

Unavailability of suitable facilities

T0

Other (specify)

Surgery

S1

Delay in performing operation

S2

Wrong patient

S3

Wrong body part

S4

Intraoperative problems/complications/death

S5

Surgical foreign body left in situ

S6

Operation done but not indicated

S7

Unavailability of specialist staff

S8

Unavailability of suitable facilities

S0

Other (specify)

Post-operative event

P1

Unrecognised complication

P2

Unexpected complication/death

P3

Failure to carry out adequate post-op obs.

P4

Post-op infection

P0

Other (specify)

Anaesthetic event (not otherwise coded)

A1

Intubation problems

A2

Error in choice of agent

A3

Error in  dose of agent

A4

Error in administration route

A5

Inadequate pre-op evaluation

A6

Anaesthetic ineffective/ awareness

A7

Tooth injury

A8

Patient positioning problem

A9

Disconnection

A0

Other (specify)

Blood problem

B1

Transfusion reaction

B2

Incorrect blood component transfused

B3

Incorrect blood component issued

B4

Delay in availability

B5

Blood administration problem

B0

Other (specify)

Obstetric event (not otherwise coded)

Q1

Inappropriate case selection

Q2

Failure of antenatal screening to diagnose problem

Q3

Failure to correctly apply forceps

Q4

Inappropriate decision to use forceps/Ventouse

Q5

Unexpected obstetric comlication/death

Q6

Perineal tear (3

rd

 or 4

th

 degree)

Q7

Mendelsohn’s syndrome

Q0

Other (specify)

Discharge and followup arrangements

F1

Patient self discharge against advice

F2

Failure of discharge arrangements

F3

Failure of follow up arrangements

F0

Other (specify)

Reported to

By (name and designation)

Date

Reported to

By (name and designation)

Date

Coroner

NPSA

Professional body (GMC etc)

HSE (RIDDOR)

CCDC

DoH regional office

Medicines Control Agency

NHSLA

Medical Devices Agency

SHOT

WSHT Disciplinary

NHS Estates

WSHT Grievance


WEST SUFFOLK HOSPITALS NHS TRUST

REQUEST FOR IDENTITY BADGE AND KEYS


Instructions:
New Employee: 
Complete Sections 1, 2 and 5



Replacement Card:
Complete Sections 1 and 5




Keys:

Complete Sections 1, 2 and 5

Please allow a minimum 48 hour period before contacting ext. 3646 to book an appointment.  Once cards are issued they will usually be enabled within 24 hours.  No ID photographs will be taken without an appointment.

Section 1 – To be completed by member of staff

Surname: …………………………………………………………………………………………………………..

Forenames: …………………………………………………………………………………….………………….

Job Title: ………………………………………………………….
Department: …...…………………………..

Date of Commencement of Employment: …………………….
Leaving Date (if known): ………………….

Date of Application for Card/Keys: ………………………………………………………………………………

Signature: ………………………………………………………..
Telephone No: …………………….……….

Type of Existing Card: (if applicable)     
Plain       (         
Proximity       (
Type of Card Required:

Standard       (                         
Proximity Reader       (                   


(No access)                     



No security controlled areas

Reason for Request

New Card            
(
Replacement Card     
(
Change of Job Title                
(
Change of Name     
(
Replacement Photo     
(
Card Broken/Damaged        
(
Previous Surname: 
Additional Access
(
Card Lost                          
(

Hospital Watch Rep.
(
………………………………..

If you require access to a department(s) other than the one in which you work then consent from the Manager of that department must be obtained.

Access Required to:
tick box/boxes

Clinical Areas
Non Clinical Areas

Ward F1
(


Ward F11
(
Health Records
(
CDS 

(



SCBU
(
Clinical Training
(
Antenatal
(





Resuscitation Training 
(
A/E Resuscitation
(
A/E Waiting  
(
Pharmacy
(
A/E Administration
(
Pharmacy Stores
(
A/E Minor Treatment
(
 

X-Ray

Rear Entrance
(


Education Centre

NHS Stores
(


Outside Ground Floor
(


Main Entrance
(
Pathology
(
Library
(


Library Office
(
Other Areas, please state
(
Maintenance Door
(


Back Corridor
(


Please wear your ID badge at all times if not you will be challenged.

Section 2  - To be completed by Head of Department.

Authorised by:



Please supply ID/Proximity Card: ………………………………………………………………………….……

Please supply Key(s) No.(s): …………………………………………………………………………………….

Signature: ………………………………………………………………………………………………………….

Print Name: ………………………………………………………………………………………………………..

Department: ………………………………………………………………………………………………………..

Date: ………………………………………………………………………………………………………………..

Once the form has been authorised please send the form to Mr T Owens, Fire/Security Adviser.

_________________________________________________________________________________

Official Use Only

Section 3 – To be completed by Security Adviser.

Authorised by:

Security Adviser: …………………………………………………………………………………………………..

Date: ………………………………………………………………………………………………………………..

Section 4 – To be completed by ID photographer.

Signature: ………………………………………………………………………………………………………….

Date Card issued: …………………………………………………………………………………………………

Old Card Number: …………………………………… New Card Number: ………….………………………..

Section 5 – To be completed by member of staff.

Card and keys to be handed over on last day of employment.

New ID Card received: …………...…………………………….. Signature: ………………………………….

Key(s) received No.(s) ………………………………………….. Signature: ………………………………….

WEST SUFFOLK HOSPITALS NHS TRUST

WOMEN AND CHILDREN SERVICES

OPERATIONAL POLICY – MATERNITY SERVICES SECURITY
This policy is in addition to the Trust Security Awareness Policy.

The areas covered by this policy are:-

(
Outpatient Department (Antenatal and Gynaecology Clinics, Obstetric Ultrasound and Children’s Department)

(
Ward F11 (Maternity)

(
Central Delivery Suite

(
Special Care Baby Unit

(
Community Midwifery Services

(
Ward F1, Children’s Ward

AIM

The aim of this policy is to develop and maintain methods to ensure the best possible security and safety for patients, staff, visitors and property in the above areas.

OBJECTIVE

The main objective is to minimise the risk of a baby or child being abducted from the Unit whilst at the same time recognising that patients, staff and visitors require access to the various departments.

The emphasis of this policy is therefore to make the abduction of a baby/child as difficult as possible.

1. IDENTIFICATION

1.1
All West Suffolk Hospital staff are supplied with a West Suffolk Hospital identity badge, which must be worn prominently at all times whilst on duty. Nursing and Midwifery Students on clinical placement in West Suffolk Hospital are supplied with Suffolk College identity badges, which must be worn. 


Pink cards denote staff who are suitable to have direct contract with babies/children.

Locum medical staff are provided with temporary ID cards.

1.2 
Staff requiring regular access to Maternity Services are issued with an ID badge which is also used as a swipe card to gain entry into the Maternity Department. These cards will be authorised in the usual way by the Head of the relevant department and countersigned by the Head of Midwifery or Midwifery Managers. These staff comprise:-


Midwives
Obstetric 
Catering 


SCBU Nurses
Paediatric

Theatre 


MCA’s
Anaesthetic

Ultrasound 


Midwifery Ward Clerks
Cardiac Arrest Team

Phlebotomists 


Site Managers 
Porters
 


Housekeepers


Student Midwives, Nurses and Doctors whilst on clinical placement

1.3
A computer register will be kept of all cards issued with details of authorisation of access. Authorisation for access will be deleted when cards are lost or not returned by leavers.

Loss of a card must be reported immediately to the Fire/Security Adviser. On ceasing to work for the Trust the card must be returned.

1.4
All staff have a responsibility and the authority to challenge any member of staff or person not wearing an appropriate identity badge.

1.5
All babies must be identified by two ankle bands.

2.
AWARENESS OF SECURITY ISSUES

2.1
All staff must receive training in security awareness as part of the induction programme and be updated annually. All new maternity staff receive a copy of this policy from their Line Manager.

2.2
Women will be informed by their Named Midwife during Parent Education Sessions in their pregnancy, of the security measures in operation. This will be reinforced on admission to hospital. They will be advised not to leave their baby unattended or give their baby to an unknown person for any reason. They will be advised to challenge anyone attempting to remove their baby.

2.3
Parents must be made aware of the risk of abduction.

2.4
Babies should always be transferred around the hospital in a cot except during discharge.

2.5
Parents must accompany their baby for special investigations whenever possible. If this is not possible they should be advised to only give the baby to someone they know. Each cot has a sign saying ‘Do not give your baby to anyone you do not know’. (Staff should challenge any other member of staff carrying a baby and not accompanied by a parent).

2.6
“Rooming in” must be encouraged and mothers dissuaded from leaving their babies in the nursery except in exceptional circumstances, when the staff must be aware of this.


Each cot has a sign saying DO NOT GIVE YOUR BABY TO ANYONE YOU DO NOT KNOW.

3.
ACCESS AND EGRESS

Access and egress in the Maternity Department is restricted as follows:-

Antenatal Clinic

3.1
Antenatal has an entry control system. Access to this department is only possible by swipe card between 1800 hours and 0730 hours – also Saturdays/Sundays.

3.1.1
Doors will release on activation of the Fire Alarm.

3.1.2
There is restricted access between the Out-Patients Department and Ward F11 except in the case of fire when the doors release automatically.


Central Delivery Suite
3.2
Central Delivery Suite entrances are secured except in the case of fire when they automatically release. Staff access and egress is by the use of ID swipe cards. The public entrance to Central Delivery Suite is accessed by women and their partners contacting Central Delivery Suite staff by intercom with camera from the reception area. A member of staff then meets the woman and her partner and escorts them to her room. Visitors (other than partners or one next of kin) are not allowed on to Central Delivery Suite except in exceptional circumstances.

In the event of an emergency occurring on F11, there is an outside override switch, facilitating access through Central Delivery Suite to Theatre without swiping, controlled at the Midwives Station.


Special Care Baby Unit

3.3
The door between CDS and SCBU is accessed by staff only. Access and egress to and from SCBU (other than via CDS) is via the door on main street south.  Entry/exit gained by ID swipe card.  An intercom system with camera at the corridor entrance door is used by patients, visitors and staff who are not regular users.


Double exit doors from the Nursery are used, by prior consent, for moving large equipment.  These doors are also a fire exit.


Ward F11

3.4
There is one main entrance to Ward F11, which is secured. Staff access and egress is by ID swipe card. Visitors are asked to use an intercom system to contact ward staff. The intercom monitor is based on the Nurses Station on F11. The door may be released by a button at this station. In the event of a fire the doors automatically release. An alarm will sound if the doors remain open for longer than the set time.

3.4.1
Partners are allowed into the ward 0800 – 1230 hours and 1430 – 2000 hours. Women’s visitors (other than partners) will only be allowed into the ward at set times, i.e. 1430 – 1530 hours and 1900 – 2000 hours when the doors will be unlocked. All staff must ensure that this is adhered to. At the ward entrance visitors will be asked the name of the woman they are visiting. Visitors presenting to the ward out of visiting times will only be allowed in exceptional circumstances at the discretion of the Midwife in charge of the ward. Visitors should be limited to two per woman.



After 2130 hours only partners accompanying women in established labour, or in special circumstances agreed by the Senior Midwife on duty, are permitted in the Unit. All others must leave the hospital premises. Any problems should be reported to the Site Manager.

3.4.2
There is no access to the Out-Patients Department from the ward, except in the case of fire.

3.4.3
There is no access between Ward F10 and F11 except in the case of fire. This door is locked by electro-magnetic mechanism and an alarm is sited in F11 Nurses Station.

3.4.4
F11 Ward Office and Midwives desk are fitted with attack alarms which are linked to Switchboard and via direct line to Police Station.

Children’s Ward

3.5
The main entrance at the south side of the department is accessed by stairs or lift from the Rainbow Unit ground floor foyer (Children’s OPD). Swipe card entry, CCTV with intercom is installed here and also at the internal hospital access point which is on Main Street South first floor.

3.5.1
Fire exits release when the fire alarm rings continually in the zone(s) covering Ward F1.

3.5.2
There is no access between Ward F1 and F2 except in case of a fire alarm activating in either ward. The door is locked by electro-magnetic system with an alarm on the Nurses Station.


Personal Attack Alarms

3.6
These alarms are located throughout the wards and are linked directly to the Police.


If the need to activate these alarms occurs the ward staff should immediately call Switchboard on 2222, if the situation permits and inform Switchboard of the incident especially if a false alarm has occurred.

4.
SURVEILLANCE

4.1
Closed circuit TV cameras are sited at all exits from Ward F11, SCBU, CDS and F1. The monitor is checked regularly to ensure correct siting of cameras, operation of cameras and lighting conditions. A procedure is in operation regarding changing and storing of videotapes. This system is maintained by the Portering Services and monitored by the Fire/Security Adviser

4.2
Intercom systems at all entrances incorporate cameras. The monitors for these cameras are sited on the Nurses Station.

5.
INFORMATION

5.1
All women are given information regarding West Suffolk Maternity Services in “You and Your Baby” book. This includes information on security and visiting times. The book is issued at the first booking appointment with the midwife. Information relating to the SCBU and F1 is given to parents when their baby/child is admitted.

5.2
Visiting times are displayed on the entrance to F11 and SCBU. F1 has open visiting.

5.3
Parents are informed of security arrangements in the hospital by their Named Midwife/Nurse and by other hospital staff.

5.4
All cots carry a reminder to parents not to give their baby to anyone they do not know.

5.5
Notices in the entrances to wards advise visitors that they may be asked to identify themselves.

6.
GENERAL ISSUES

6.1
All staff must ensure that rooms are locked and windows closed when not in use.

6.2
Uniforms and white coats must not be easily accessible to the general public.

6.3
All staff must ensure that their personal belongings are locked away.

6.4
Any breach of security, or potential breach, must be reported immediately to the Site Manager and recorded on an Incident Report Form (See appendix 1) and forwarded to the Risk Office.

6.5
All staff must be aware of the importance of reporting any suspicious person or occurrence immediately to the Site Manager, then via the Ward Representative for the Hospital Watch Committee.

Staff should ask members of the public why they are in the area/if they need help.

6.6
On discharge from hospital, mothers and babies are escorted to the main entrance by a member of staff.

6.7
Community Staff must ensure that their car is locked, windows closed and valuables kept out of sight.

6.8
If a Community Midwife is concerned for her safety when visiting a family alone, she should inform her manager and visit the family with another Midwife.

6.9
Community Midwives should inform Central Delivery Suite of their whereabouts and return home when called out between the hours of 1800 and 0800 hours.

6.10
Community Midwives are provided with mobile phones for use when on call.

7.
BABY/CHILD ABDUCTION POLICY


The Trust has published a “Baby/Child Abduction Policy” which is available and applicable to all Maternity/Child Departments.


This has been produced in conjunction with the Suffolk Constabulary and all staff must be familiar with its content and their role in any incident which may occur.
September 2000
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