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to assist the NHS improve risk management and

guality in its services through the provision of
standards and through acting as a facilitator for
Identifying and sharing good practice in risk

management and control activities
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The Rate of Change is Accelerating

Increasing Public Expectations

Globalization Health care standards

Information technology Mergers

Service Networks
Workforce

requirements Stakeholder inclusion

Organizational Redesign Social exclusion

New Treatments and Technologies Sl eling) CrgL saloins

Increasing risks - need management @AS%



The Pressures to Change

Universal concern

about Improved
Governance
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Governance Reports —Risk and Control

e 1992 Cadbury (UK)

e 1992 COSO (USA)

e 1995 Greenbury (UK)

e 1996 and 1998 CoBIT (USA)
e« 1997 CoCo (Canada)

e 1998 Hampel (UK)

e 1998 BIC (G10 organisations)

e 1998/9 Combined Code - Turnbull (UK) - @AS%



The Pressures to Change

Treasury Statement on

Universal concern Internal Control
about Improved
Governance
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Dear Accounting Officer

CORPORATE GOVERNANCE : STATEMENT ON

INTERNALCONTROL DAO(GEN) 13/00 22 December 2000

Provision D2.1  “The directors should, at least
annually, conduct a review of the effectiveness of
the group’s system of internal control and
should report to shareholders that they have done
so. The review should cover all controls, including

financial, operational and compliance controls and

CASU

risk management.”



Dear Accounting Officer

CORPORATE GOVERNANCE : STATEMENT ON

INTERNALCONTROL DAO(GEN) 13/00 22 December 2000

The Turnbull report states that a sound system of
Internal control “depends on a thorough and regular
evaluation of the nature and extent of the risks to
which the company is exposed”. It further states that
the purpose of internal control “is to help manage and

control risk rather than to eliminate it”.
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Dear Accounting Officer

CORPORATE GOVERNANCE : STATEMENT ON

INTERNALCONTROL DAO(GEN) 13/00 22 December 2000

The SIC should therefore be the end result of a
process of management that is embedded in the
planning, operational, monitoring and review
activities of the body, these activities being the
critical elements of the statement. Production of the
SIC should not be conducted as an “add-on” end

of year activity.

w CASU



The Pressures to Change

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Universal concern Internal Control
about Improved
Governance

CASU



The Pressures to Change

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Universal concern Internal Control
about Improved
Governance i
Organisation-Wide
Risk Management
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Risk Management

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Universal concern Internal Control
about Improved
Governance i
Organisation-Wide
Risk Management
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Objectives in the NHS

NHS objective — to promote population health
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Agreed Objectives

Objectives
Objectives

Objectives

SR Patients, Staff and oth erT%n

Stakeholders




Risk Management

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Universal concern Internal Control
about Improved
Governance i
Organisation-Wide
Risk Management
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Risk Management in the NHS

“Risk Is any issue that impacts the achievement
of an organization’s objectives”

NHS objective — to promote population health
Incurs Risks

CASU



Risk Management

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Universal concern Internal Control
about Improved
Governance i
Organisation-Wide
Risk Management
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Risk Management in the NHS

“Risk Is any issue that impacts the achievement
of an organization’s objectives”

NHS objective — to promote population health
Incurs Risks to which individuals respond by
establishing Controls

CASU



NHS Plan

Culture

Values
Accountabilities

Policies

Service delivery processes
Organisational relationships

Risk management systems
Communications

Reporting systems

Control Systems




Risk Management

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Universal concern Internal Control
about Improved

Governance i
Organisation-Wide
Risk Management
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Risk Management in the NHS

“Risk Is any issue that impacts the achievement
of an organization’s objectives”

NHS objective — to promote population health
Incurs Risks to which individuals respond by
establishing Controls and assuring Alignment of
all processes with the objective in order to

minimise the risks.



Alignment

Objectives
Risk
Control

Objectives Objectives
Risk Risk
Control Control

Objectives Objectives Objegtives
Risk Risk Risk

Control Control Control
1 - I _

Alignment




Controls Assurance

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Universal concern Internal Control
about Improved
Governance Iy

1 Organisation-Wide
Risk Management

Risk Control

Controls Assurance
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Controls Assurance

o ‘... a process designed to provide evidence that
NHS bodies are doing their reasonable best to
manage themselves so as to meet their objectives
and protect patients, staff, the public and other
stakeholders against risks of all kinds. Fundamental
to the process is the effective involvement of people

and functions within the organisation through

application of self-assessment techniques.” Z !;, |



Reasonable Best

Not a counsel of perfection
But

Intolerant of sloppy management
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Management Failings

e “All concerned in management, from the members
of the board of directors down to the junior
superintendents, were guilty of fault in that all must
be regarded as sharing responsibility for the failure
of management. From the top to the bottom the
corporate body was infected with the disease of

sloppiness.”

Herald of Free Enterprise Inquiry 1987 - w n



Protection against Risks

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Universal concern Internal Control
about Improved
Governance Iy

1 Organisation-Wide
Risk Management

Risk Control

Controls Assurance

CASU



Controls Assurance

o ‘... a process designed to provide evidence that
NHS bodies are doing their reasonable best to
manage themselves so as to meet their objectives
and protect patients, staff, the public and other

stakeholders against risks of all kinds.
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Governance

Universal concern
about Improved
Governance

Operational

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Internal Control

i

1 Organisation-Wide
Risk Management

Risk Control

Controls Assurance
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NHS duty to Protect
Patients, staff and other

stakeholders

Treasury Statement on

Governance
Universal concern Internal Control
about Improved
Governance i
1 Organisation-Wide
Risk Management

Control

Risk

Operational
Compliance

Controls Assurance
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NHS duty to Protect
Patients, staff and other

stakeholders

NHS Risk and Control
Treasury Statement on
Internal Control

Universal concern
about Improved
Governance i
1 Organisation-Wide
Risk Management

Control

Risk

Controls Assurance

Operational




Internal Control Obijectives

Accountability S

ProCessesS s o

aInynD

Capability S

—

Stakeholders @AS
. CASU

Culture
Communication
Monitor, review, learn & improve
uone}Nsuo)




NHS duty to Protect
Patients, staff and other

stakeholders

NHS Risk and Control
Treasury Statement on
Internal Control

Universal concern
about Improved
Governance i
1 Organisation-Wide
Risk Management

Control

Controls Assurance

Operational
Compliance




NHS duty to Protect
Patients, staff and other

stakeholders

NHS Risk and Control
Treasury Statement on
Internal Control

Universal concern
about Improved
Governance i
1 Organisation-Wide
Risk Management

Control

Controls Assurance

Operational
Compliance

Financial




NHS duty to Protect
Patients, staff and other

stakeholders

NHS Risk and Control
Treasury Statement on
Internal Control

Universal concern
about Improved
Governance i
1 Organisation-Wide
Risk Management

Control

Controls Assurance

Operational

Financial

Organisational




NHS duty to Protect
Patients, staff and other

stakeholders

NHS Risk and Control
Treasury Statement on
Internal Control

Universal concern
about Improved
Governance i
1 Organisation-Wide
Risk Management —

Control

Controls Assurance

Operational

Financial

Organisational

Clinical




NHS duty to Protect
Patients, staff and other

stakeholders

Internal Control

NHS Risk and Governance
Treasury Statement on

Universal concern
about Improved
Governance i
1 Organisation-Wide
Risk Management —

Control

Controls Assurance

Operational

Financial

Organisational
AR

Clinical




NHS duty to Protect
Patients, staff and other

stakeholders

NHS Risk and Standards
Treasury Statement on
Internal Control

Universal concern
about Improved
Governance i
1 Organisation-Wide
Risk Management —

Control

Standards

Controls Assurance

Operational

Financial

Organisational
A

Clinical




NHS duty to Protect
Patients, staff and other

stakeholders

NHS Risk and Standards
Treasury Statement on
Internal Control

Universal concern
about Improved
Governance i
1 Organisation-Wide
Risk Management —

Control

Operational -
Controls Assurance ’ Standards

Financial

Organisational
A

Clinical




Compliance and Standards in the NHS




Standards Development Cycle




Standards 1n Controls Assurance
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Standards are only a small part of the
risk and control environment




Holistic Risk Management

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders
Internal Control

Universal concern
about Improved
Governance i
1 Organisation-Wide
Risk Management

Risk Control

Operational

Compliance

4

Controls Assurance ’ Standards

o —

Holistic
Approach

To Risk
and Control
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Self Assessment

Treasury Statement on

Universal concern Internal Control

about Improved
Governance

y

1 Organisation-Wide
Risk Management

Risk Control

Operational

Compliance

4

Holistic
Approach

To Risk
and Control

Controls Assurance

o —

NHS duty to Protect
Patients, staff and other
stakeholders

’ Standards

Control Self Assessment
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Self Assessment

NHS duty to Protect
Patients, staff and other

Treasury Statement on stakeholders

Universal concern Internal Control
about Improved
Governance

y

1 Organisation-Wide
Risk Management

Risk Control

Operational

Compliance
! Controls Assurance ’ Standards

Ve

Holistic
Approach

To Risk
and Control

- Control Self Assessment
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|mplementing Governance, Risk and Control

Responsi bilities |

or gan sati on and
conduct

UApproachtorisk
manage ment

QO gan sdiond
val ues and
oly ecti ves

U Appropriate
ded s on naki ng
U Setti ng contrd
framewor k

U Assess ng

eff ecti veness of
internd contrd
sys ens

Environment

UQlture -
integity and
ethcd vdues

USystens and
Processes and
operating syl e

UCapallity and
conpet ence

U Assgnnent o
aut hority and
account allity

U Resources -
human and d her

USructure

1 Co mmuni cati on

UUnderst and ng
and assesd ng ri sk
conti nudly

(ind ud ng sdf-
assess ment)

UConp ying wth
laws and pdides

U Deve op ng
contrds

U Eval uati ng
contrds

JCo mmuni cati on

Verificati on

UExamn ng erars
andindcaos

UAuditing
pr ocesses

UOpennessin
d scuss ons

UEnsuring puldic
account allity




Assurance

NHS duty to Protect
- = " Patients, staff and other
reasury Statementon ~  ctakeholders

Universal concern Internal Control

about Improved
Governance

y

| Organisation-Wide
Risk Management

Risk Control

Operational

Controls Assurance ’ Standards

b —t

-

Control Self Assessment

Holistic
Approach

To Risk

and Control Assurance
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The Assurance Process

Assurance

Assurance

Assurances




Assurance of the Effectiveness of Internal Control and
Risk Management

Internal Control

A sound system of internal control is in place,
that is based on a system designed to manage
risk in order to achieve organisational
objectives.

No review of soundness of
system of internal control

Risk Management

A comprehensive system of
risk management used to
manage and direct all
organisational activity.

No organisational ability to
systematically assess and manage risk..

CASU



Communications Developments

Chief Executives Group
Medical Directors Group
Risk Managers Group

: PCT Network
Benchmarking

Sharing Good Practice

CASU conference




|mplementing Controls Assurance

Step 1 -Board level commitment

Step 2 - Accountabilities clearly defined

Step 3 - Risk Management Process throughout the
NHS emphasising control self assessment

Step 4 — Open communication of risks
Step 5 - Training

Step 6 — Measurement and monitoring

Final Step — Risk management embedded at every level of
the organisation




|mplementing Controls Assurance

Step 1 - Board level commitment — researching and training

Step 2 - Accountabilities clearly defined — standards, management
and clinical governance

Step 3 - Risk Management Process throughout the
NHS emphasising control self assessment CSA pilots

Step 4 — Open communication of risks — culture

Step 5 —Training —identification and management of risks

Step 6 — Measurement and monitoring — returns and
performance management

Final Step — Risk management embedded at every level of
the organisation —Levels 12 and 3




3 HHS Contiols Assurance Support Unit - Microsoft Internet Explorer
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Controls Assurance Support Unit

Innowvation centre
Keele University
Staffordshire

5TE ENE

WWW.casu.org.uk

Tel: +44 (0) 1782 583503
Fan: +44 (0) 1782 533504
Emall: casufkeele,ac.uk

Mission: to assist the NHS improve risk management and quality in its
services through the provision of standards and through acting as a facilitator
for identifying and sharing good practice in risk management and control
activities.




